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Receive incoming call and go off hook kv^ 2-0 ^ 
jldentify user account (e.g.j^iaJDID^/J^)}^ ^ ^ 



Retrieve user security record and \^ -^j) ^ 
check for lock -out period 





Process user selected security mode 
(Figs. 6, 7, 8, 9) 





Zoo 




Retry counter = preselected 
# of retries 





Prompt user w/ exit message 




Set lock-out = current time + preselected 
Lockout interval 




/Endcair} -^ 



1^0 




1 



Modify user 
security record 




— - 

Receive and verify PESf 




Receive user input selecting field to modify 



r 



Receive input modifying selected field/ 





^00 
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1,02- v/^ 


Record Identifier 


User's Account Number 




Static Security Mode Enabled? 


Yes/No 




Dynamic Time Mode Enabled? 


Yes/No 




Dynamic Pager Code Enabled? 


Yes/No 


S'fo ^ 


Dynamic Interrogate Enabled? 


Yes/No 




Voice Fingerprint Enabled? 


Yes/No 




Static PIN code 


<PrNf number> 




Number Static Mode Retries 


0-K 




Number Dynamic Time Retries 


0-K 




Number Pager Code Retries 


0-K 




Niimbpr Dvnamic Tntprrop^fitp Rptnp^i 


0-K 


% ^'^-^ 


Number Voice Fingerprint Retries 


0-K 




Time-of-day - 1^^ Parameter 


Hour, am/pm, day/week, month/yr., 

H^iv/mnntli or miJirtpr/vr 




Time-of-day - 2"^ Parameter 


Hour, am/pm, day/week, month/yr., 

Hpiv/mnTitfi nr niiprtpr/vr 




Time-of-day - 3^^ Parameter 


Hour, am/pm, day/week, month/yr., 

ripv/mnnth or nii?irtpr/vr 
Kxay 1 iiiwiiiii, vji vjuidi Lti/ yi . 




Time-of-day - 4^^ Parameter 


Hour, am/pm, day/week, month/yr., 

Hav/month or niiarfpr/vr 




Time-of-day - 5^ Parameter 


Hour, am/pm, day/week, month/yr., 
day/month, or quarter/yr. 






Hour am/nm dav/week month/vr 
day/month, or quarter/yr. 




Code Notification Mode 


Pager/email 




Pager number 


<pager nmTiber> 




Email address 


<email address> 




Code Length 


1-J 




Code Generation Interval 


1 -L (hours) 







Current Code 


<code ninnber> 




, Question Type 


Standard/Custom 




, Social Security Number, Weighting 


<SSN number>, 0-M 




.Date of Birth, Weighting 


<birth date>, 0-M 


Home Phone Number, Weighting 


<nome nimiber>, 0-M 


Home Zip Code, Weighting 


<home Zip coae>, 0-M 




Mother s Maiden Name, Weightmg 


<name>, 0-M 




Custom Question #1, Weighting 


<answer 1>, 0-M, <question 1> 




Custom Question #2, Weighting 


<answer 2>, 0-M, <question 2> 




• Custom Question #3, Weighting 


<answer 3>, 0-M, <question i> 




. Custom Question #4, Weighting 


<answer 4>, 0-M, <qiiestion 4> 


^-?o 


Custom Question #5, Weighting 


<answer j>, u-M, ^question 




. Voice Data 


<voice iingerprmt iile> 




. Files Encrypted 


<file list> 




File Encryption Codes 


^Qecrypiion coue iisi-^ 
















/ Subroutine to determine Dynami 
Security Code based on Time-of- 
Algorithm 



^^Secui 



Set variable "N" = 1. 




Set variable 'Security Code String" - 
<null>. 



Get Time-of-Day Parameter N from 
storage. 




Determine the hours portion of the f 
current time (1 to 12). 






Set •Security Code 
Code String" + Stri 
curren 


String' = "Security ^ 
rig (hours portion of B 
t time) ■{ 




Return from subroutine, reluming the \^ 
"Security Code String", -f , JN^ 



Determine the n t'^'^f portion of the I 
current time (1 to 2), ^ 

< 


^ 


- 


Set "Security Code 
Code String' + Stri 
curren 

:;. V. ! .. . -. :■ ■■. 


String" = "Security f 
r>9( /pi/li of : 
t time) • 




Determine the ir^"^ portion of the 
current time (1 to ?f ). 



Set 'Security Code String" = "Security 
Code String' + String(U/{<'i(' portion of 
current time) 



Detennine the portion of the 
current time (1 to t;^). 



6U 




Set "Security Code String" = "Security 
Code String' + String ({(haf^i, portion of 
current time) 




Determine the portion of the 
ttime (1 to^O- 



Set "Security Code String' = 'Security 
Code String" + String{m(M"^/j portion of 
current time) 




Determine the portion of the 
current time (1 to ^f). 



6^^ 



Set "Security Code String" = "Security 
Code String' + Strin^^w/'tPTportion of 
current time) 




^00 



Determine code generation interval, 
Notification method and retries from User record 



Periodically generate and store \^^0^ 
random code at selected interval 



Notify user of current code using selected method 




I^Dec rement retry counter ^ 



» >^etry counter^ 



I PrompTuser w/ exit messag^^ ^ ' ^ 
T"On hook ^ ^ 



3L 



Set lock-out = current time + preselected 
Lockout interval 



\ End call 3 



Retrieve standard or custom question set 
Based on user's preference , 






Select subset of retrieved set of 
questions based on weightings 



i7 



I Shuffle subset of questions 




Retrieve prerecorded voice fmgeipririt file 



1 





± 



Prompt user for voice input l\yROH 



Receive user voice input 





S(6 



rContinue h^^^ 
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Oucstion TvDe* Do voii wi^h to ii<;e StanHard/CiKtom niip<itinn<;? 

Please answer the following Questions and assiffli a weiphtinp 
value to each question to indicate how often you would like the 
system to ask you that question (0 = never; 5 = always): 




What is your Social Security Number? 
Weighting? 




What is your Date of Birth? 
Weighting? 




What is your Home Phone Number? 
Weighting? 




What is your Home Zip Code? 
Weighting? 




What is your Mother's Maiden Name? 
Weighting? 








If you would like the system to ask you customized or 
personalized questions, please enter the questions, answers and 
weightings below: 




Custom Question #1 




Answer #1 j 


Weighting 




Custom Question #2 




Answer #2 




Weighting 




Custom Question #3 




Answer #3 




Weighting 




Custom Question #4 




Answer #4 




Weighting 




Custom Question #5 




Answer #5 




Weighting 






/ 

/ 



